The Fifth MIT Information Quality Industry Symposium, July 13-15, 2011

Transforming Colorado Government for Today and the
Future

ABSTRACT

State governments are becoming innovative in their approach to information management. Since
2007, The Governor's Office of Information Technology (OIT) in the state of Colorado has
produced a ground-breaking and progressive agenda for information sharing and information
technology management. OIT has focused on agile application and service delivery with a strong
emphasis on data governance. The Colorado Data Strategy ensures that state government policy
makers and knowledge workers have the data and information they need to do their work. The
business-ization of government requires a disciplined approach to managing data and information
resources. Outcomes gained include:

« dismantling data silos

* implementing the necessary infrastructure to enable collaborative information sharing across
agencies, branches, and levels of government

« acquiring the necessary tools to build capacity for knowledge and performance management
going forward

The State's former Chief Data Officer will present an overview of Colorado's Data Strategy and
how the State is building a Data Governance Program from the ground up.

BIOGRAPHY

Micheline Casey

Former Chief Data Officer

Governor’s Office of Information Technology
State of Colorado

As the first state Chief Data Officer (CDO) in the country, Ms. Casey
was responsible for developing and executing the State of Colorado’s
enterprise data strategy and data governance and data management
framework across the State’s Executive Branch agencies. She
coordinated OIT legislative and policy actions as necessary for this
strategic effort, and helped architect a series of four laws between 2008
and 2010 to further the State’s information sharing agenda. Ms. Casey was appointed to the
Governor’s Early Childhood Leadership Commission and Behavioral Health Transformation
Council to forward the state’s agenda for creating unified, interagency data systems. The State
also worked closely with U.S. DOJ’s Office of Juvenile Justice and Delinquency Prevention
(OJJDP) to develop the Youth and Family domain of the National Information Exchange Model.

Ms. Casey also lead the State’s efforts in developing ldentity, Credential and Access
Management (ICAM) as a common framework and shared service across the State, to enable trust
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in information sharing efforts. She was part of NASCIO’s Digital Identity working group
subcommittee that authored a state identity, credential and access management framework and
roadmap for state and local governments.

Ms. Casey has almost 20 years experience in the technology industry, working in strategy,
marketing, and business development roles. Ms. Casey earned her M.B.A from the University of
Georgia’s Terry School of Business and a B.S. in Marketing from the Pennsylvania State
University.
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Traditional Government is No Longer
Sustainable

“The coming year will be excruciating for state
budget-makers not just because revenues
continue to decline and new rounds of budget
cutting are necessary, but because
— and not
j just in the hardest-hit places

(emphasis added)

Gurwitt, Rob. “Broke and Broken.” Governing January 2010: 19

GOVERNOR'S OFFICE OF INFORMATION
TECHNOLOGY
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Siloed State of IT in January 2007
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Data: The Key to Managing
Government Like a Business

-Greg Elin, Chief Data Architect, the Sunlight Foundation,
Deloitte Research, “Unlocking Government: How Data is
Transforming Democracy”, March 2010

GOVERNOR'S OFFICE OF INFORMATION
TECHNOLOGY

Why Is Data Management
Important?

= Enhances service delivery [ReAEEMEIEREARON

to citizens and constituents

(Well, technically

= Enables agile application Anorciy 9

development governance..

» [mproves efficiency and
effectiveness

" Informs pOIiCy maklng 24,200? - -:. www.ComicStriGenerlator.com

GOVERNOR'S OFFICE OF INFORMATION
TECHNOLOGY
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Colorado’s Program Drivers

External

Enabling Services and Enterprise Data Sharing and
Workflow Management

* Improve trust in the digital identity * Support data sharing and
» Streamline and re-engineer business interoperability
processes * Permits cross-departmental data
» Enables C2G, B2G, and G2G analysis and forecasting
applications * Promotes evidence-based policy
* Improve fraud detection making

Critical
Service
Capabilities

Protecting Critical Assets Operational Efficiencies

* Supports multiple risk and access * Standards-based approach
levels » Single sign-on

* Access auditing * Automatic provisioning

* Security, privacy, compliance « Password resets

* Secure authentication

Internal

GOVERNOR'S OFFICE OF INFORMATION
TECHNOLOGY

Colorado’s Data Strategy

= Strong partnership with the General Assembly
— SB 08-155, IT Consolidation
— HB 08-1364, Data Sharing Protocol, EC Unique ID
— HB 09-1285, Data Advisory Board, P-20 Education Subcommittee
HB 10-1028, Early Childhood Universal Application
HB 10-1392, Data Advisory Board Expansion

= Government Data Advisory Board
— Multi-agency; state, local, and private sector partners
— Education Data Subcommittee
— Early Childhood Services Subcommittee
— Partnership with the Early Childhood Leadership Commission
— Privacy Subcommittee

= OIT’s Data Management Program
— Led by nation’s only State Chief Data Officer
— Sets strategy, policies and standards
— Dismantling silos, implementing infrastructure to enable sharing, tools for
knowledge and performance management

Governor's Office of Information Technology
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Leveraging the CEAF
= Business-focused view of our systems and data
= CEAF is based on the Federal Enterprise Architecture Framework
= Mission:

Domains

Enterprise
Business

Application
Enterpri pplications
Line of Business Applications

Information
Business Data
Master Data Management
Customer. i i

SOLUTIONS
SECURITY

Technology

Presentation Layer Server Platform/0S
Development Environment Storage

Database Engines Network

Disciplines

What is an EA tool?

= The primary purpose is to store, integrate, and structure
information about EA.

= Supports the creation, collection, analysis, and
presentation of this information.

» Provides a common repository for this information,
including metadata.
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Why do we have an EA tool?

= Inventory of all state information technology assets

= Assist with long-term strategic planning and enterprise
standards setting

» Facilitate information sharing and information
optimization
= Collaborative information modeling environment and decision-
making
= Visual modeling of as-is and to-be environments for business
process analysis and scenario decision-making

= Assist enterprise procurement strategies
= Model-driven management of enterprise metadata

= Role-specific reporting, analytics, workflow and
compliance controls to present accurate and relevant
information where and when needed

Supports the CEAF

“The Business Reference Model provides a framework that facilitates a (as opposed
to organizational) view of the federal government’s LoBs, including its internal operations and
its services for the citizens, independent of the agencies, bureaus and offices that perform
them...the BRM promotes agency collaboration and serves as the underlying foundation for the
FEA and E-Gov strategies.” — from the Federal Enterprise Architecture Framework

Defense and Mational Security
Homalan,
Educalicn
Energy
& Commerce Health
witices Transporfation
Comectlonal Activities Income Security

Management of
Government Resources
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Linking Technology to Business
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CO Data Management
Strategic Objectives

Vision and Mission

The State of Colorado’s vision is to be one of the most innovative, admired
enterprise data management.

rganizations for our approach to data g and

The mission for prise data managementis to foster  in and agility in delivering government services to the
citizens of Colorado through the seamless, efficient, strategic exchange of core data sets resulting in increased effectiveness of

government operations.
Obje

Governance

Asustainable data
management and
governance program
is established

Data Standards

All State data sets are
known. and
enterprise data
standards are
implemented

Integration

Anintegrated data
sharing environment
to provide a single.
accurate, consistent
source of data for all
stakeholders.

Optimization

Data and information
assets of the State
are optimized to
reduce costs

Security

Privacy, security and
compliancy are
ensured

Create a DM
organization.

Develop enterprise data
policies and standards.
Create a data stewards
council to engage all
agencies and formalize
data stewardship
activities and
processes.

Create an information
sharing culture.

G
TECHNOLOGY

Create an inventory of
all State data systems.
Establish and publish
statewide data
standards and
definitions.

Establish data
governance policies,
and processes to
manage the flow of data
from capture to use.
Identify authoritative
data sources.
Implement an enterprise
data dictionary.
Implement Master DM
technology to ensure
the quality, reliability
and integrity of the data
Provide data quality

Define the secure
technical architecture.
Develop policies and
processes to facilitate
data exchange _

Adopt enterprise data
exchange standards.
Provide tools to allow
people with the right
autharizations to easily
access the data.
Provide for open source
application development
to drive innovation in
data visualization.

Train internal and
external
stakeholders/users to
use the system

audits.
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Enterprise data
standards are adopted
and enforced through
the IT planning and
development process.
Consolidate and
centralize data

Leverage data, tools
-and infrastructure
across the enterprise
via the procurement and
contracting process.
Develop solutions that
serve multiagency
business needs to
facilitate organizational
collaboration and
partnership.

Develop an enterprise
aata security
classification policy.
Ciassify all enterprise
data in accordance with
the data security
classification policy.
Develop an enterprise
privacy policy.
Implement robust,
sophisticated access
and authentication
technology and
processes to ensure the
privacy and security of
data
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All data and information are valuable
assets owned by the State.

Smart data management requires
enterprise standards to enable
information sharing and reuse.

Enterprise data and information
emanates from identified authoritative
data sources.

Data is of the highest quality,
reliability, and integrity.

Data and information must be secured
and accessible.

The process of data governance will
be open, transparent, timely, and
incentivize cooperation and trust.

People have timely access to data to
improve their business.

GOVERNOR'S OFFICE OF INFORMATION
TECHNOLOGY

Data Principles

GOVERNANCE TN ACTION

Most of aur
Data Govarnance
policies are more

specific than

"Because I

said so0."

= Enterprise Data tcdeling
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= Related Data Architecture
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GOVERNOR'S OFFICE OF INFORMATION
TECHNOLOGY
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DG: Intersection of Business and IT

Information, Transparency, Documentation, Prove Compliance
———

Polwules, Decision Rigﬁgq)umabilities,

Govn
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Archit

Business - - © Technology
organizations Risk Mgmt, organizations
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Data Governance 101® Gwen Thomas of the Data Governance Institute. All rights reserved.

GOVERNOR'S OFFICE OF INFORMATION
TECHNOLOGY

Colorado Architecture

Service Business
Bus - SOA Partners

N

Colorado OIT
“Identity a3 a Sorvice™
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. ‘ 4
Identity as Service: Shift in how we

"1

view
Identities

ICAM is a foundation technology for multiple
business facets, including data sharing
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Colorado Unique Personal Identifier

«Separate identity from
attributes and privileges (e.g.,
driver, voter, receiver of
benefits, employee, first
responder, patient)

eldentity verification and
fraud management

eAttributes assigned by
agencies/programs

*Federated model

*Basis for providing services
and sharing data across
agencies

*Master data management

(CUPID)

Histony vents &

& Audit Policies

5 Privacy
Mgmt

Customer Data
Unique ID
Relationships Party
Related Data
Entities

ety
Enrich

Match & Merge
I Unmerge

ldentity as a Service Architecture

N

Colorado OIT
“Identity a3 a Sorvice™
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Statewide ldentity Services

Colorado Statewide Identity Services

Federal Bridge
Colorado CO FRAC
Identity
Services IS
Federation IDP PKI
Registration
Authentication A

Authorization ( i )

T

Agency Identity Data

CUPID Master Data Management

Dept IDs

Consolidate

Cleanse

Dept IDs
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Vertical Domain Examples:
Education, Juvenile Justice, Early
Childhood & Social Services

Existing P-20
Longitudinal Data Architecture

ATy
4

Operational
Data Store

)

HigherEd

a T
A

Public Safety

Colorado Statewide

Information Sharing Example:
Education Longitudinal Data System Architecture

Web Services
Portal

()

Intelligence
& Reporting

Early Childhood

(713) sng 821alag ejeq asudisjug

Human Services

[ (g1enbiun) sanyuapl snbiun opeiojod |

[

Capture Integrate

GOVERNOR'S OFFICE OF INFORMATION
TECHNOLOGY
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Example:

SLDS Benefits

Improves:
¢ Academic Reporting
* Ability to Manage “At Risk” Students

Produces:

« Enterprise Reports of Student Profiles

¢ “Life of Student” Performance Summaries
Standardizes

¢ Student Identification

* Analytical Reporting Tools and Capabilities
Eliminates:

¢ Redundant Data Entry

= Satisfies:
* Federal Standards
« State Standards

GOVERNOR'S OFFICE OF INFORMATION
TECHNOLOGY

Juvenile Information Sharing
National Guidelines & Standards

National JIS Guidelines

Providing national standards for juvenile and at risk youth agencies
for information sharing

Common ground for procedures and policies

Understanding of tasks and responsibilities

Encourages collaboration between agencies, local efforts and
statewide planning

Unifies efforts for improving services for children, youth and families
Shares information across the country of state experiences

Builds on successes of jurisdictions by sharing methodologies;
MOU'’s; privacy and confidentiality strategies
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- . )
Treatment

Police/Sheriff/ AR Prosecution

i Case Management, | \ g = i f
Munijkaw Enforcement o Substance AbUSE, \ — Dlvecr)sf;:,difsx

= s Mental Heatth,| | — [l s

e Community Service /A—"\\
& Tmyp

Custody =
Reports/Citations

» Each agency maintains its own data
* Some local agencies sends packets
of information through networks to State

Agencies x
. a . Case Management,
e Current information sharing occurs SIS A, T
Courts court orders) | through paper based methods or (N

Adjudications | Separate terminal access using separate
user names /passwords

Division
Youth )
Public

Schools

B | B
) @
Sheriff petention Booking DB

Pilot Site - Local Jurisdiction

Jefferson County Juvenile Assessment Center

= Local pilot for JIS Guideline implementation
» Reviewing Guidelines and identify modifications
= Revision of Guidelines in process

= Testing juvenile data model

» Implementation of juvenile data exchanges

» Implementing mental health and juvenile justice data
exchanges between five agencies

= Currently documenting law enforcement exchanges &
treatment exchanges for implementation — using juvenile
data model
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Pilot Site - State Jurisdiction

Colorado Children Youth Information Sharing
Initiative — CCYIS
State pilot for JIS Guideline implementation

Developing state standards on policy and procedures for JIS
Partnering with Governor’s Office of Information Technology
CCYIS & JIS are now part of CRS

CND must coordinate all efforts with Governor’s office and partnering
agencies:
= Human Services
= Department of Public Safety
Judicial
Department of Education
Department of Labor
= Department of Public Health & Environment

At Risk Youth and Juvenile Data Model

Development
At Risk Youth and Juvenile Data Model includes:
= Mental Health
= Health
Human Services / Child Welfare
Treatment Servicas
Foster Care
Parent f Guardian
Education
» Includes 8pecial Education
Juvenile Gang Information and indicators
Law Enforcement
Dependency / Neglect
Child in Need of Care
Diversicn
Detention/Carrections
Probation
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EC in Colorado

ank CO T

major p‘) y questi@ns

Governor's Office of Information Technology

Early Childhood Leadership Commission

= Mission: Advance a comprehensive, quality,
sustainable early childhood system
» Multi-agency state, local and private sector

» Overarching Goals:

» Create a unified, interagency early childhood data
system that measures progress and informs planning, policy
development, and funding of early childhood supports,
services and infrastructure.

* Increase public-private and federal-state-local
coordination and alignment of early childhood services,
supports and infrastructure to improve outcomes for young
children.

» Improve the quality of and access to early childhood
services across all child-serving sectors.

» U.S. HHS funding of $1.5M to jump start efforts

Governor's Office of Information Technology

344



The Fifth MIT Information Quality Industry Symposium, July 13-15, 2011

Early Childhood Colorado Framework

Governor's Office of Information Technology

Framework in Action: Using Data to
Ensure Accountability

Result: Decreased gaps in school readiness and
academic achievement between populations of children.

Indicators:

=Percentage of children in Part C/early intervention who were
functioning within age expectations

=Percentage of children in the Colorado Preschool Program whose
growth rates increased in one or more of the targeted outcome
areas.

=Percentage of preschoolers receiving Part B special education
whose growth rates increased in one or more of the targeted areas.
=Achievement and growth gaps for 4t and 5t grade students by
population scoring proficient or advanced on reading and math
CSAP

Governor's Office of Information Technology
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Challenges to Enterprise
Data Governance

= Culture

» The problem is, every agency has
one

e It'san “IT” initiative
= Trust
* Real issues — compliance, liability
= Data “Mining”
» Data and data based tied to budget
dollars
« Artificial barriers created
= Communication
* No trickle-down effect
= Resources
e Time
* Knowledge

* Money — lack of capital, color of
money, OMB A-87

GOVERNOR'S OFFICE OF INFORMATION
TECHNOLOGY
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