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Quick Assess: Software Tool for Assessing the Quality of Law
Enforcement Data Sets

ABSTRACT -~ === === mmmmmmmmo oo

In previous research for the National Institute of Justice and the Global Privacy and Information
Quality Working Group, manual self-assessments and best practices in information quality have
been developed for use with law enforcement (LE) data sets. These assessments and best
practices are improving data quality in LE and the authors seek to further this work by developing
an automatic quick assessment tool for LE data sets. As currently designed the tool imports data
in tab, comma delimited, or XML format. It allows the user to match each column with an
assessment tool to check for format errors, missing fields, invalid addresses, etc. Data sets can
then be ranked by a utility driven assessment algorithm according to quality and better serve the
LE community. We would speak to the development of this tool and to the initial results of its
use.
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group of License Plate Reader (LPR) vendors and developed a standardized and NIEM compliant
data format for LPRs.
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7 Past NI1J Projects
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» South Carolina Sex Offender Information
Quality Study

» Northeastern University / MIT Information
Quality Self Assessment Tool (also a
Global Self Assessment Tool)

» Charleston Southern University Best
Practices Slick Sheets

e Quick Assess Software tool
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v Development Goals
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* Freely available for LE

» Modular Validator code would be
interchangeable and expandable

» New validation methods could be
developed quickly

« Software would provide useful feedback to
LE agencies

* Incorporate an overall utility driven
assessment
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L2 Design of System
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winterfaces

Validator
+validale() : bool
+atResulls() @ sting

DataValidator
+pattems

+validatel) : bool
+getResulis{) : string

55N Validator ZipcodeValidator GenderValidator
-ssnExprassion FzipoodeExpressions FgenderExpressions
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 Name * Height

« SSN * Weight

* Hair e SMT

* Eye « Gender
» Date of Birth » Address
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@ Sample Validation Code
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public class SSNValidator extends DataValidator

Il valid defined SSN formats
public static final String ssnExpression = "[0-9){3}\-?\\s*[0-9{2}\\-?2\\s*[0-9}{4}";

11 987-65-4329 to 987-65-4329 are all ficticous and reserved for advertisements.
public static final String ssnException1 = "[987{3\-?\s*[65]{2}\\-2\\s*[432]{3}[1-9){1}";

11666-xx-xxxx is invalid
public static final String ssnException2 = "[666]{3}\\-?\\s*[0-9]{2}\\-?\\s*[0-9]{4}";

//Not allowed to have all zeros in any one part - 000-xx-xxx, XX-00-Xxxx, or xxx-xx-0000 are all invalid.
public static final String ssnException3 = "[0}{3}\\-?\\s*[0-9]{2}\\-?\\s*[0-9]{4}";
public static final String ssnException4 = "[0-9){3\-?\s*[0[{2}\\-?\\s*[0-9K4}";
public static final String ssnException5 = "[0-9){3}\-?\\s*[0-9]{2}\\-?\\s*[0K{4}";

public SSNValidator()
{

patterns = new ArrayList<Pattern>();
exceptionPatterns = new ArrayList<Pattern>();

patterns.add(Pattern.compile(ssnExpression));

exceptionPatterns.add(Pattern.compile(ssnExceptionl));
exceptionPatterns.add(Pattern.compile(ssnException2));
exceptionPatterns.add(Pattern.compile(ssnException3));
exceptionPatterns.add(Pattern.compile(ssnException4));
exceptionPatterns.add(Pattern.compile(ssnException5));

errors = new Vector<DataError>();
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Sample Validation Code

public SSNValidator()

{
patterns = new ArrayList<Pattern>();
exceptionPatterns = new ArrayList<Pattern>();
patterns.add(Pattern.compile(ssnExpression));
exceptionPatterns.add(Pattern.compile(ssnExceptionl));
exceptionPatterns.add(Pattern.compile(ssnException2));
exceptionPatterns.add(Pattern.compile(ssnException3));
exceptionPatterns.add(Pattern.compile(ssnException4));
exceptionPatterns.add(Pattern.compile(ssnException5));
errors = new Vector<DataError>();
}
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B Result Details
UneNumber | validator Mame | ErrorType | value
G g; Gender Bad Patterns SE¥_CODE A
9 Gender Missing rull |
11 Gender Missing il
= 1 Date of Birth Bad Patterns CASE_ID =
g; ZipCode Bad Patterns 55N
2 ZipCode Missing rull
- 3 ZipCode Bad Pattarns 234009547
4 ZipCode Bad Patterns 111111111
B 5 ZipCode Bad Patterns 123456789
[ ZipCode Bad Patterns 1325695744 f—
7 ZipCode Bad Patterns 519674
8 ZipCode Bad Patterns 9513654
] B ZipCode Bad Pattarns 510004566
10 ZipCode Bad Patterns 937654321
1 11 ZipCode Bad Patterns 93756000
1 Gender Bad Patterns SEX_CODE
9 Gender Missing il
7 11 Gender Missing null E
| 3 =
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* Quick Assess tested at the New York
State Intelligence Center (NYSIC)

* NYSIC became operational August 2003

 DHS Designated Fusion Center

« Maintains data sources on counter-

terrorism, criminal intelligence, narcotics,
gang, and border related incidents

Results of testing were positive
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“w  Future Development
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 New validators based on feedback from
LE practitioners

» Accuracy assessments utilizing pattern
matching and entity resolution research

 Distribution to LE agencies
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