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ABSTRACT  
 
The global community today lacks a shared framework for developing security information 
sharing plans and communication procedures. The information needed to prevent or respond 
appropriately to a security incident will not spontaneously flow in an optimal fashion. Unless 
organizations develop information sharing plans and communication procedures and exercise 
them in advance of an incident, they will not be able to execute their security plans rapidly and 
effectively, which could adversely impact global security. 
 
This paper will describe an analytical tool and strategic management framework that government 
and business networks can adopt overcome information sharing barriers and to help ensure that 
security information flows in a rapid, reliable and policy-compliant manner, during routine 
operations and particularly in a crisis. Information Flow Modeling (IFM) is a systematic process, 
implemented with the help of software called Channels, for mapping and analyzing the movement 
of information. The IFM framework enables security stakeholders to utilize a consistent approach 
to developing security information sharing plans and communication procedures and harmonizing 
around standards.  
 
This presentation will also discuss the challenges of achieving high-performance information 
sharing and communication, and overcoming barriers and impediments.  It will present lessons 
learned from the application of Information Flow Modeling in homeland security in government-
funded projects. 
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Information Flow Modeling for Security & 
Emergency Preparedness
A Framework for Achieving High-Performance 
Information Sharing & Communication

Information overload and global 
interdependencies between organizations 
make it impossible to manage risk 
independently. 

The size and complexity of global enterprises results in fragmented 
information collection, analysis, and communication flow

delays

Non-
compliance

gaps

blind 
spots

bottlenecks

Single points 
of failure
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Current State of Security & Emergency 
Preparedness Information Flow
• Information flow and information quality
• Key information flow modeling concepts
• Key homeland security concepts
• Governmental structures
• Major challenges
• Types of barriers, impediments, and issues 

that impact the flow of information
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Governance & SOPs key to emergency 
information sharing and communication

Source: Dept. of Homeland Security
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Mind-Alliance specializes in information 
sharing and communication planning for 
homeland security and business continuity

IFM was piloted in a DHS-funded project in 2006

DHS PS-Prep Standards Recommendations

FEMA grant project in Philadelphia region 

Towards a “results-management” approach
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Strategic & Scenario Planning

Capabilities-based Planning

Risk Management

Performance Measurement & Assessment
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Lessons Learned – 1

• Work out procedures before a crisis starts:

– Identify important internal & external partners

– Craft procedures that detail what information needs 

to be sent and received in order to effectively 

execute critical tasks

Lessons Learned - 2

• Periodically assess the flow of information to 

identify and mitigate the risk of: 

– gaps

– bottlenecks

– single points of failure

– non-compliance with regulation and policy
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Lessons Learned - 3

• Fix communication problems identified for 

any given critical event-type

– Through better plans and training

– Through the deployment of information and 

communication technology systems

Developing emergency information sharing 
SOPs with CHANNELS Software

• Specify information that each person needs to send 

and receive 

• Define protocols for information exchanges

• Analyze information flow and spot issues

• Prepare for and review exercises and events
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IFM and Enterprise Risk Management

Copyright 2009 Mind-Alliance

• IFM models the movement of 
information and analyzes how it impacts 
risk exposure.

• Risks are mitigated by
o Optimizing the flow of information
o Identifying and removing barriers
o Improving the capabilities of actors
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