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Information Quality at the Transportation Security 

Administration

July, 2010

Operational Process & Performance Metrics
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Introduction

• Why information quality is so important from the 

perspective of the Performance Management 

Information System (PMIS) program.

• What is being done to ensure info quality.

• What is working well.

http://topweb.tsa.dhs.gov/tsaweb/index.jsp
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Introduction

“Scientific management means a constant search for 

the facts, the true actualities, and their intelligent, 

unprejudiced analysis.”

- Alfred P. Sloan

MIT Class of 1895
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Overview of PMIS

• Performance Measurement Information System (PMIS): The Performance 

Measurement Information System is a web-based application used to collect 

TSA metrics and measures.  Data entry is accomplished by web browser or 

hand-held device.  PMIS directly supports TSA’s goal of becoming a 

performance-based organization.  

• Business Intelligence (BI) Tool:  The Performance Information Management 

System (PIMS) is a state-of-the-art tool which supports analysis, 

dashboarding, graphing, and reporting from a consolidated data warehouse.  

PIMS today reports on data from 18 TSA data sources.  

• Airport Information Management (AIM): Next-generation data entry system 

to assist airports in managing their day-to-day business. Provides airports a 

consistent national interface with headquarters’ support and ports existing field 

applications to this national enterprise application.  Supports real-time 

business intelligence reporting.

http://topweb.tsa.dhs.gov/tsaweb/index.jsp
http://topweb.tsa.dhs.gov/tsaweb/index.jsp
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Security and data quality layers
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Integrated Data Sources - PMIS

NFC

PMIS

WebTA

OLC

ASAP

SPOT**

TDC**PARISIMS

BTSOCR

TIP

Management Objective Reports

Integrated dashboards

**Now in PMIS

Email Alerts

Mobile 

Devices

http://topweb.tsa.dhs.gov/tsaweb/index.jsp
http://topweb.tsa.dhs.gov/tsaweb/index.jsp
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Program History – Results

2002

Prohibited Items 

are recorded in 

PMIS on a 

regular basis

2002 Future

2002

Wait Times are 

recorded in PMIS 

on a regular 

basis

2002

Payroll data feeds 

were uploaded into 

PMIS

2002

Complaints/

Compliments 

are recorded in 

PMIS

2003

PMIS 

Mobile is 

released. 

2004

Throughput is 

recorded in PMIS 

on a regular 

basis

2003 2004 2005 2006

2005

Data call 

module 

launched to 

enable 

collection of ad-

hoc information 

from the field

2005

2:1 Configuration 

checkpoints are 

able to be 

recorded in PMIS

2006

Lane Relationships 

are added to PMIS 

so customer 

throughput 

submissions can be 

linked to a WTMD 

and X-Ray.  Added 

MANPADs and 

AAACE.

2007 2008

2008                          

Customer 

Throughput at the 

minute level is 

added to PMIS to 

create more 

accuracy in tracking 

throughput

2007                          

Introduction of 

several new 

modules including 

the Surge Module, 

ADASP (now 

Playbook), and the 

tracking of IED 

Drills

2009/2010

Current initiatives underway 

include the Airport 

Information Management 

(AIM) Modules with Real-

time business intelligence, 

SPOT, Net 2.0 migration, 

and Improved User Role 

Management, GIS, 

Performance Architecture 

Pilot

2009

EPMP Future 

Objectives

Enterprise-wide metrics 

support

Enterprise-wide BI 

reporting

Efficient field operations

Reduce # of field 

interfaces

2009                        

PIMS BI Tool 

version 3.0 is 

released includes 

enhanced features 

to run reports more 

effectively

2010

2002

PMIS is 

launched for 

collection of TSA 

data from the 

airports

2008                         

Addition of WCO, 

TDC, and ICMS 

modules.  Also, 

release of PMIS 

Lite.

2004

PIMS BI Tool 

launched to run 

reports based on 

PMIS data

8

Data design and collection considerations

Custom hierarchies with integrated data collection and 

reporting.

Data collection methodology:

• Mapped to business process

• Requirements include data values consistent within 

multiple systems

• Working with master data

One “safe source” of operational data shared across 

multiple applications and program offices

http://topweb.tsa.dhs.gov/tsaweb/index.jsp
http://topweb.tsa.dhs.gov/tsaweb/index.jsp
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Testing (Quality Control)

Work Product 

Category
Tool(s) Verification Method(s) Validation Method(s)

Requirements
Rational RequisitePro,

BugZilla
Peer Reviews

Formal Reviews, QA Audits, 

Prototypes, Customer Acceptance 

of Requirements Specification.

Designs
Rational RequisitePro, 

AllFusion ErWin
Peer Reviews

Formal Reviews, Customer 

Acceptance of Design 

Specification.

Software

Subversion, Visual 

Studio, Rational 

ClearQuest

Peer Reviews, Unit 

Testing, Integration 

Testing, System Testing, 

Quality Audits

User Acceptance Test (UAT), 

Customer Acceptance of 

Software.

Documentation Rational ClearQuest Peer Reviews

Formal Reviews, QA Audits, 

Customer Acceptance of 

documents.

Test Procedures
Rational TestManager, 

Rational ClearQuest

Integration Testing, 

System Testing

Customer Acceptance of Test 

Specification.

10

Challenge – inconsistent geographic data

Many TSA systems allow user-entered checkpoint names, 

machine information, and airport location data.  These 

text-based entries may differ depending on the 

individual(s) performing data input.

Furthermore, changes to geographic information must be 

propagated in a timely manner to both data entry and 

reporting systems.

http://topweb.tsa.dhs.gov/tsaweb/index.jsp
http://topweb.tsa.dhs.gov/tsaweb/index.jsp
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Solution - Custom hierarchies

Consistent hierarchies for data collection and reporting across 

PMIS/PIMS/AIM.  All geographic values tagged with unique identifier and 

synchronized via ETL.

12

Solution - Custom hierarchies

The BI Reporting system is also designed to accommodate languages and 

airports from across the world

http://topweb.tsa.dhs.gov/tsaweb/index.jsp
http://topweb.tsa.dhs.gov/tsaweb/index.jsp
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Challenge – Data quality and privacy across systems

TSA systems do not employee a standard unique 

identifier for each user.  As such, each application may 

utilize a different solution for user authentication.  

Examples of system identifiers:

• Arbitrary auto-generated integer value

• Social Security Number

• email address

• Network login ID

• Last four digits of social + first two letters of last name

• First letter of first name + last name

14

Solution – cross-system identifier reference

Master reference table containing system identifiers from multiple 

applications.  PII is encrypted using industry-standard algorithm

User ID Encrypted SSN Network ID External ID #1 External ID #2 Name

10001 1SDF334SFIF34 John.doe JHDFG123 134523 John Doe

10002 435KLH234J34J Jane.smith KJJKH448 435345 Jane Smith

10003 53424234HJ3HL Bob.smith 98343400 336644 Bob Smith

SSN Name Hours Dollars

123456789 John Doe 40 $1000

987654321 Jane Smith 80 $2000

SSN Name Courses taken Average Score

345345078 Bob Smith 6 90.5

873462961 Robert Doe 15 88.1

Cryptographic Function

http://topweb.tsa.dhs.gov/tsaweb/index.jsp
http://topweb.tsa.dhs.gov/tsaweb/index.jsp
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Challenge – Data entry mistakes

Users may accidentally enter data values that are higher 

or lower than intended.  These values should be flagged 

for review prior to being reported nation-wide.

16

Solution - Boundary definition

High and low 

boundary limits 

can be set on a 

per-metric, per-

category basis for 

PMIS submissions.  

Submissions with 

values outside of 

boundaries are 

automatically 

flagged.

http://topweb.tsa.dhs.gov/tsaweb/index.jsp
http://topweb.tsa.dhs.gov/tsaweb/index.jsp
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Solution - Flagged submission review

Each submission 

can be individually 

reviewed for 

accuracy prior to 

being “promoted” 

for reporting in the 

Business 

Intelligence tool.

18

Challenge – inconsistent item category data

Many TSA systems allow user-entered item names, item 

groups, and item category data.  These text-based entries 

may differ depending on the individual(s) performing data 

input.

Furthermore, changes to item information must be 

propagated in a timely manner to both data entry and 

reporting systems.

http://topweb.tsa.dhs.gov/tsaweb/index.jsp
http://topweb.tsa.dhs.gov/tsaweb/index.jsp
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Data Entry – Consistency and Control

Drop-down lists and data entry screens can be customized according to 

individual airports’ needs while maintaining standard category definitions.

20

Challenge – data feed monitoring

The TSA business intelligence tool receives daily data 

feeds from a number of source systems.  Each system 

may experience outages, maintenance, or service 

interruption during its scheduled data load.

Users at headquarters and in the field must be aware of 

any data load failures prior to running operational reports 

the following morning.

http://topweb.tsa.dhs.gov/tsaweb/index.jsp
http://topweb.tsa.dhs.gov/tsaweb/index.jsp
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Daily email distributions indicating success or failure of 

various data interconnections.

Solution – data load and interconnection status

22

Submission summary allows airports to “drill down” for details 

about each day’s data.

Solution – data submission management

http://topweb.tsa.dhs.gov/tsaweb/index.jsp
http://topweb.tsa.dhs.gov/tsaweb/index.jsp
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Application utilizes asynchronous JavaScript and XML (AJAX) 

to conduct data manipulation without repeated database calls.  

This reduces server traffic and database load.

Solution – asynchronous data entry

24

Challenge – data reporting delays

The TSA business intelligence tool receives daily data 

feeds from a number of source systems.  Data from these 

systems may be up to 24 hours old in the data 

warehouse.

Users at headquarters and in the field have a need for 

more timely reporting and alerts.

http://topweb.tsa.dhs.gov/tsaweb/index.jsp
http://topweb.tsa.dhs.gov/tsaweb/index.jsp
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Solution - Real-time data integration

Real-time data entry and reporting integration exists between AIM and PIMS 

utilizing a shared warehouse for “one safe source” of operational data.  

Referential data is synchronized in real time.

26

Solution - Real-time data integration

Event- or time-based alert capability from integrated data warehouse

http://topweb.tsa.dhs.gov/tsaweb/index.jsp
http://topweb.tsa.dhs.gov/tsaweb/index.jsp
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Integration options

Each program office can be granted access to different areas 

of the TSA BI data warehouse

This flexibility enables each business unit the ability to control 

its own data while pushing select elements agency-wide

Application

Server

TSA BI

Data

Warehouse

OSO

Human Capital

Other

Business

Units

28

Integration options

Option 1 – Standard Development Process

BI analytical team creates and maintains all publicly-available reports for a program 

office; users are allowed to create private “ad-hoc” reports within the application.

BI

Application

Servers

Data

Warehouse

BI Reporting Team
End Users

http://topweb.tsa.dhs.gov/tsaweb/index.jsp
http://topweb.tsa.dhs.gov/tsaweb/index.jsp
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Integration options

Example developer-created “Amount of Money Left at Checkpoint” analysis 

report showing values for a specific date range and subset of airports.

30

Integration options

Option 2 (currently in use) – Collaborative Development Process

BI analytical team and program office developers create and maintain all publicly-available 

reports for a program office; users are allowed to create private “ad-hoc” reports within the 

application.

BI

Application

Servers

Data

Warehouse

BI Reporting Team Program Team End Users

http://topweb.tsa.dhs.gov/tsaweb/index.jsp
http://topweb.tsa.dhs.gov/tsaweb/index.jsp
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Integration options

Example user-

created “what-

if” analysis 

report showing 

DCA 

throughput vs. 

capacity values 

for specific 

dates.

32

Integration options

Option 3 – Program Office Development Process

Program office team creates and maintains all publicly-available reports for a program 

office; users are allowed to create private “ad-hoc” reports within the application.

BI

Application

Servers

Data

Warehouse

Program Team
End Users

http://topweb.tsa.dhs.gov/tsaweb/index.jsp
http://topweb.tsa.dhs.gov/tsaweb/index.jsp
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Integration options

Example user-created report showing machine maintenance 

status and outages.

34

Media Comments

“If your most recent trek through airport security was less painful than even a year or so ago, thank the 
Transportation Security Administration's overarching business intelligence project, dubbed the Performance 
Information Management System, or PIMS.”

- BI Efforts Take Flight 
InformationWeek
10/13/2008

http://topweb.tsa.dhs.gov/tsaweb/index.jsp
http://topweb.tsa.dhs.gov/tsaweb/index.jsp

