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Abstract: The importance of information as a resource and competitive factor in today’s society and economy is 
constantly rising. As a consequence, it becomes necessary for organizations to manage the risks that arise from poor 
information quality (IQ) in the same way other operational and strategic risks are managed. Information is, however, 
an unique and intangible resource that requires special methods and techniques for managing its related risks. This 
paper proposes a process for Total Information Risk Management (TIRM) that enables the assessment and treatment 
of organization-wide information risks in a systematic and effective manner. The TIRM process provides a practical 
approach that unites the best practices of the IQ and the risk management disciplines. We have tested and refined the 
TIRM process by extensive application in four in-depth case studies in different industries following a rigorous 
process development approach. 
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INTRODUCTION 
Information has been long recognized as a resource of vital importance to all organizations (Eaton & 
Bawden 1991), and has been described as “a valuable entity, independent of the technology that 
manipulates it” [36]. Many studies have shown that information quality (IQ) can have a significant 
impact on decision-making and organizational performance [22],[28],[12],[21],[33]. Poor quality 
information can bring huge risks to an organization and even lead to serious disasters as shown in the 
cases of the explosion of the space shuttle Challenger and the shooting down of an Iranian Airbus by the 
USS Vincennes [11]. It can result in the need for resource-wasting information rework, cause significant 
process inefficiencies, and lead to poorer decision making and lost future opportunities [32],[31],[8],[9]. 
A risk-oriented view on IQ would shift the focus from managing IQ to managing the business impact of 
IQ and would therefore provide an alternative perspective to IQ management, potentially with 
productivity gains for an organization. This paper advocates that information risks, which, in this context, 
are risks that arise from poor IQ, have to be managed in a systematic and holistic way building on 
concepts from IQ management, e.g. [8],[9],[25],[37],[29], and risk management, e.g. [15],[16],[1],[27]. 
Moreover, it is essential to understand how decision makers integrate information coming from human 
and information system sources in order to effectively manage information risks. A process for 
information risk management should address the following three questions: (1) How can information risks 



be identified effectively? (2) How can the impact and likelihood of information risks be assessed, 
evaluated and monitored? (3) How should potential information risk treatment options be evaluated, 
selected, implemented and monitored? Effective information risk management can help companies to 
focus on their IQ “pain points”, to build more sensible business cases for information risk mitigation 
initiatives and to guide them in choosing the best IQ improvement options at a given time. This paper 
proposes a process for Total Information Risk Management (TIRM) that has been carefully designed and 
tested in the industry to address the research problem. The rest of the paper is organized as followed: 
First, we present the relevant literature in two disciplines that provides the foundation for the TIRM 
process, namely IQ management and risk management, and we explicate information risk in the context 
of TIRM. Furthermore, we explain how we have developed and tested the TIRM process and, then, 
present the TIRM process in full detail. The paper concludes with a discussion of contributions to theory 
and limitations and examines ideas for future research on this topic. 
 
 
RESEARCH BACKGROUND 
A process for managing IQ-related risks should take concepts from the risk management discipline into 
account. Risk is defined by the International Standard Organization (ISO) as the “effect of uncertainty on 
objectives” [19]. It can be measured, depending on its nature, using either a statistical approach that uses 
historical data or a subjective probability approach in an informed decision [1],[27]. Moreover, risk is 
context-dependent as it reshapes when the system changes [23]. Risk management has academically 
evolved over time from analyzing one event, its probability and consequence to the analysis of multiple 
events, which led to research about management structures for risk management [23]. Many different risk 
management processes have been suggested in the literature [16]. Typically, a risk management process 
contains the steps: (1) identification of risks, (2) assessment/measurement of risks, (3) evaluation, choice 
and implementation of risk mitigation options, (4) monitoring of risk mitigation [16].  
Information as a resource has unique characteristics, since it can be reused repeatedly with no decrease in 
value, transferred through time and space, refined and reinterpreted, inferred and adapted; and maybe 
most importantly, it can be synthesized and converted into knowledge – things that are not possible for 
traditional resources [10]. This has, however, the consequence that general risk management methods are 
not readily applicable, but have to be adapted to fit information [14]. The term “information risk 
management” has been used in the context of disclosure of information [4],[20] or the management of 
“ICT-induced risks” [7]. The Risk Management Guide for Information Technology Systems of the U.S. 
Department of Commerce argues that the goal of information risk management should be rather “to 
protect the organization and its ability to perform their mission, not just its IT assets. Therefore, the risk 
management process should not be treated primarily as a technical function carried out by the IT experts 
who operate and manage the IT system, but as an essential management function of the organization” 
[34]. Borek et al. argue that the IT business value chain is strongly connected to information resources, its 
quality and the related risk induced by IQ [5]. Empirical data shows that poor IQ can have a negative 
impact on organizational success, e.g. [32],[13],[33],[21]. IQ costs and impacts can be classified along 
different organizational levels [32], or divided into direct (immediate negative monetary effects) and 
indirect costs [9]. General cost categories can be (1) process failure costs (a process does not perform 
properly), (2) information scrap and rework costs (IQ is improved manually without addressing the root 
cause), and (3) lost and missed opportunity costs [8]. The business impact of IQ can be assessed with a 
handful of techniques, as for example [8],[25],[26], which however are all cost-based approaches and do 
not provide a complete information risk management process. On the other hand, existing information 
risk management processes address only a small subset of the range of risks that are caused by IQ (e.g., 
information security [4],[14]). This paper is an attempt to merge current risk management approaches 
with existing approaches to manage IQ and its business impact, in order to create a risk management 
process that enables the effective management of information risks resulting from poor IQ. In the 
following, we explain what we mean by information risk by providing some basic constructs and a model. 



INFORMATION RISK – BASIC CONSTRUCTS AND MODEL 
In this paper, each distinct consequence that is caused by an IQ problem and which has a measureable 
impact on one or more business objectives is called an information risk. We will explain the model and 
define its constructs in the following. We define information risk as the effect of uncertainty on objectives 
that arises from the use of information resources and their quality. Information can result from data in 
information systems or knowledge made explicit and communicated by humans in both structured and 
unstructured forms. Information quality is defined from a user perspective as the fitness for use of 
information, in accordance to the IQ literature. It is a multi-dimensional concept with dimensions like 
accuracy, completeness, timeliness, security etc. [37].  
An IQ problem arises when information is not fit for the specific purpose of a task and the outcome of the 
task is potentially influenced by this. One example that we encountered has been that data about the 
condition of production machines has been incorrect, which had an impact on decisions how to schedule 
maintenance activities. Root causes of an IQ problem are the technological, people or organizational 
factors that create an IQ problem [24] and, thus, alone or in combination, have the intrinsic potential to 
give rise to an information risk. In the case of the inaccurate machine condition data, the root causes were 
two-fold: (a) some sensors were not calibrated correctly and (b) engineering staff made mistakes when 
they entered the data manually into the system. An IQ problem can have one or more direct consequences 
and each direct consequence can have one or more intermediate consequences. A direct consequence is 
the immediate effect of an IQ problem, which has a likelihood attached. An intermediate consequence is a 
consequence of a consequence with a (conditional) likelihood attached. Note that intermediate 
consequences can cause further intermediate consequences. Some of the consequences have an impact on 
one or more business objectives. Business objectives are strongly context-specific and are defined usually 
by senior management or the executive board. They can be financial goals, e.g. maximizing revenues, but 
may also include other aspects like product quality, delivery times, customer satisfaction and 
environmental objectives. The direct consequence in our example scenario was that decisions how to 
schedule preventive maintenance activities were sub-optimal. The intermediate consequence was in some 
cases that maintenance activities were executed unnecessary, which wasted money and which, thus, 
influenced the business objective “cost-effectiveness”. Another intermediate consequence was that 
maintenance activities were not executed, although they would have been necessary, which could lead to 
machine failure and, in the worst case scenario, could cause the production to stop, which has an impact 
on “operational efficiency”. Moreover, this could lead to a late delivery, which might impact the business 
objective “customer satisfaction”. Information risk assessment is the process of identification, analysis 
and evaluation of information risk. Information risk treatment is the process to modify information risk, 
for example, by removing the risk source, changing the likelihood or consequences of the risk or sharing 
the risk with a third party. In the next section, we describe the development of the TIRM process. 
 
 
PROCESS DEVELOPMENT 
The goal of this research is to build and evaluate a practical process for effectively managing information 
risks in an organization. We therefore use a process-based action research approach developed by (Platts 
1993), which has already been proven to be both rigorous and effective for designing management 
processes in various contexts, e.g. the design of performance measurement systems (Neely et al. 2000). 
Following this approach, the process development occurred in three research phases, see Figure 1.  
The first phase was the initial design of the process on the basis of a review of the existing IQ and risk 
management literature and interviews with managers (operational, strategic and IT) and consultants 
(management and IT) about information risks in the industry. 
In the second phase, the process was tested and refined by application in a semiconductor manufacturer, a 
steel manufacturer and an electrical utility company. These studies involved spending a considerable 
amount of time at the companies’ sites to facilitate workshops for stages 2, 3 and 4 of the TIRM process, 
which are explained in the next section and in Figure 2. Some interviews and workshops were also 



conducted over telephone before and after the site visit. After each workshop, a feedback discussion took 
place to evaluate how the process can be improved and refined. After each application of the TIRM 
process, we used the gathered feedback and the experiences and insights of the action researcher to 
improve the process. The process has been evaluated using feedback discussions after each workshop and 
questionnaires at the end of the process using the three main criteria feasibility, usability, and utility, 
which are, according to [30], most suitable to evaluate a management process. The questionnaires have 
been designed based on a number of sub-criteria and questionnaires developed and tested as part of an 
existing doctoral thesis that also has used the process-based research approach [35]. We have so far 
received predominately high results regarding all three evaluation criteria: feasibility, usability and utility 
of the TIRM process.  
 

 
Figure 1. Process Development 
 
In the third research phase, the process was applied in an additional case study in a company that 
manufactures industrial components. This time, the process has been applied by an independent facilitator 
to show that the feasibility of the process is not dependent on the knowledge and skills of the researcher 
[30]. In case study A, we examined five different departments, viz., local maintenance, central 
engineering, manufacturing IT, planning and purchasing. Case study B comprised quality management, 
purchasing, maintenance, sales & marketing, strategic management, logistics and planning, production 
and product design departments. Case study C looked at three core processes in a utility company: (1) 
processing new customer requests, (2) expanding the existing electricity network and (3) managing and 
maintaining the existing electricity network. Case study D looked at all processes that are required to 
manage physical assets in manufacturing, from planning and acquisition to deployment, usage, 
maintenance and retirement of the assets. In the following, the TIRM process is presented in detail. 



TOTAL INFORMATION RISK MANAGEMENT PROCESS  
Based on the review of the literature and the industrial interviews, we found that a process for managing 
information risks in an organization should aim at:  

1) Systematically assessing and treating information risks in an organizational-wide scope. 
2) Considering information provided by all sources, e.g. IT, documents and humans, external and 

internal information etc. 
3) Being based on a widely accepted risk management standard to assure its acceptance in the 

industry and that it incorporates current risk management best practices. 
4) Building on concepts and assessment and improvement techniques from the IQ discipline. 

 

 
Figure 2. The TIRM Process Overview 
 
Total Information Risk Management (TIRM) is a systematic, holistic approach that builds on formal 
information risk assessment and management and leans on the concept of total risk management [15]. 
TIRM aims at managing risks arising from information resources of all possible types and sources, which 
includes information coming from databases, documents and humans, and information that is external and 
internal, tacit and explicit, structured and unstructured etc. The TIRM process is based on an 
internationally widely recognized risk management standard, ISO 31000 [18]. ISO 31000 provides a 
terminology for risk management, a risk management framework and a risk management process. The 
TIRM process can be used within the given ISO 31000 framework, but adapts the risk management 
process specifically for managing information risks by transferring best practices from the IQ discipline. 
There are five process stages in the TIRM process, which are: (1) communication and consultation, (2) 
establish the context, (3) information risk assessment, (4) information risk treatment and (5) monitoring 
and review, as illustrated in Figure 2. Process stages one and five are continuous activities that are 
executed during the whole process. Each stage of the TIRM process is now described in detail. 

Stage 1: Communication and Consultation 
Throughout the TIRM process, communication and consultation should take place with all relevant 
stakeholders, which includes personnel from the business function(s) involved, IT management, risk 
management, as well as senior executives. As the TIRM process crosses functional boundaries, it is key 
that senior management is committed to the information risk management initiative. It is also important 
that the IT management and risk management executives are aware and supportive of the initiative. The 
goals and benefits of the information risk management program need to be clearly communicated to all 
people involved in or affected by the TIRM process to gain active support. The validity and plausibility of 
results from the information risk assessment stage should be cross-checked with relevant stakeholders. 



Potential information risk treatment options should be also discussed with all involved parties to better 
understand their weaknesses, risks and strengths and to get support during implementation.  

Stage 2: Establish the Context  
Before information risks can be assessed and treated, the organizational context has to be established in 
discussions with (a) senior general management, (b) IT and knowledge management, (c) risk 
management, (d) personnel from the business function(s) involved. The external and internal context of 
the organization needs to be established along with the context of the TIRM process and the risk criteria 
that should be used to evaluate risks in the organization, as visualized in Figure 3.  
 

 
Figure 3. Establish the Context Sub-Stages 
 
Sub-Stage 2.1: Establish the External Context 
First, the external context of the organization needs to be established, which can include aspects ranging 
from “social and cultural, political, legal, regulatory, financial, technological, economic, natural and 
competitive environment, whether international, national, regional or local” [18]. The external 
environment of an organization can have a major influence on how information risks are evaluated. For 
example, the UK utility industry is a market that is substantially regulated regarding prices and service 
quality. Information about the age and reliability of physical assets play a crucial role as evidence that 
investments to modernize the assets are really necessary, which justifies the increase of prices in front of 
the regulators. 
 
Sub-Stage 2.2: Establish the Internal Context 
The internal context looks at governance, organizational structure, policies and objectives of the 
organization, capabilities, and standards etc. [18].  
In particular, it is important to understand the current information management capabilities in the 
organization, which give context to the information risks that are identified. In our studies, we have used a 
questionnaire in workshops with operational and IT managers, which builds on the IQ Management 
Capability Maturity Model developed by [3]. The results in the 13 key performance areas and 48 critical 
success factors for IQ management of the model can be useful to find the root causes of IQ problems in 
the information risk treatment stage as they uncover the weaknesses of IQ management in the company.  
 
Sub-Stage 2.3: Establish the Context of the TIRM Process 
Additionally, the context for the TIRM process itself needs to be clearly laid out, which depend on the 
external and internal context of the organization established in 2.1 and 2.2. First, the goals and objectives 
of the TIRM process need to be defined, which are:  
- Understanding the risks that arise through poor IQ for the organization 
- Financial evaluation of the business impact of IQ 
- Developing effective IQ improvement initiatives based on the identified pain points 
The TIRM process requires two special roles, a project sponsor, who needs to be a senior executive 
equipped with sufficient organizational power, e.g. the CIO or a member of the executive board, and a 
project manager, who is responsible for the execution of the TIRM process. Moreover, the scope of the 
process has to be defined, which can be the whole organization or, for example, a specific organizational 
unit or process group, etc. For each process or task area in the defined scope, at least one representative is 
chosen, who has sufficient knowledge about this process or task area. It has further to be decided how the 
IQ assessment should be executed during the information risk assessment stage (see 3.1.3), which can be 



either subjective or objective (or a combination), and which IQ dimensions should be selected. Usually, 
there are other activities and projects that run simultaneously and are relevant to the TIRM process, as for 
example, a quality management initiative or the rollout of a major enterprise information system. The 
relationships of the TIRM process to these activities and projects have to be clarified. 
 
Sub-Stage 2.4: Establish the Risk Criteria 
Finally, the risk criteria need to be defined. Risk criteria are “the terms of reference against which the 
significance of a risk is evaluated” [18]. They are “based on organizational objectives, and external and 
internal context” and can be “derived from standards, laws, policies and other requirements” [18]. Risk 
criteria include the level at which a risk becomes acceptable or tolerable (e.g. a monetary value), the way 
likelihood is defined and the timeframe that should be considered. 
The TIRM process needs to be integrated and adapted to the overarching risk management process in the 
given organization. As long as it does not conflict with definitions provided by the TIRM process, all 
other aspects, e.g. the definitions for likelihood, level of risk and the risk appetite of the organization etc., 
can be taken from the risk management function in a given organization, if existent, or should otherwise 
be defined under consideration of the general risk management best practice, e.g. [16]. 

Stage 3: Information Risk Assessment 
Information risk assessment consists of three sub-stages (these can be conducted in a workshop format 
with the relevant stakeholders). First, potential information risks are identified, then, the identified 
information risks are analyzed, and finally, they are evaluated against the identified risk criteria (see 2.4), 
as shown in Figure 4. Next, each sub-stage is described in more detail. 
 

 
Figure 4. Information Risk Assessment Sub-Stages 
 
Sub-Stage 3.1: Information Risk Identification  
Risk identification is the process of finding, recognizing and describing risks. Information risks need to be 
identified in the scope that has been defined in the Establish the Context stage (see 2.3). The steps for 
information risk identification are shown in Figure 5.  
 

 
Figure 5. Information Risk Identification Steps 
 
We found that to identify information risks, it is essential to start with the analysis of which information is 
used in a process or task area in step 3.1.1, because IQ can only be assessed in the context of usage from 
a user perspective. This step involves measuring the importance of each piece of information for the task 
and how often it is used. This can be done say, by using a qualitative 4-step Likert scale, e.g. “information 
is irrelevant”, “information is helpful”, “information is important”, “information is essential”. Next, in 
step 3.1.2, information is further examined by studying the information flow within the organization to 
understand how each item of information is created, processed and accessed. This provides the context for 
the IQ assessment as it ensures that each information item that is assessed is clearly defined and fully 
understood. The output of steps 3.1.1 and 3.1.2 are therefore important to proceed with the IQ assessment 
in step 3.1.3. The quality of each information item used is assessed along the IQ dimensions defined in 



the Establish the Context stage (see 2.3). IQ can be assessed using existing IQ assessment methodologies, 
see [2] for a good overview. There are generally two different types of IQ assessment: Subjective 
assessments, which “reflect the needs and experiences of stakeholders”, and objective assessments, which 
use defined metrics to assess IQ, which can be either task-independent or task-dependent [29]. We have 
used a subjective IQ assessment in our studies, assessing the quality of each information used for a task in 
each dimension on a 4-step Likert scale, e.g. from “information is always inaccurate”, “information is 
often inaccurate”, “information is sometimes inaccurate” to “the accuracy of information is satisfying”. 
Results that are available from objective IQ assessments, which have been already conducted in the past, 
can be included in the results of the subjective assessments, for example, by using the DQA methodology 
[29]. Note that sometimes a process involves external parties that should, when possible, be included in 
the IQ assessment or in cases when this is difficult, the process or task area representatives inside the 
organization can assess the IQ from the third party perspective based on the experiences of problems that 
they could observe in the work with the customers, suppliers etc. For instance, in the new connections 
process of the utility company, customers receive an offer letter that reveals the costs, requirements and 
duties for connecting a specific new building to the electricity network. In 10 to 30 percent of cases 
(average 20 percent), which is when the customer is a private individual or inexperienced developer, the 
customer does not understand the detailed requirements and hence delays the job considerably. 
In step 3.1.4, each IQ problem identified has be described in detail, i.e. when and why does it occur in 
which task, why does it influence the task, how often does the IQ problem appear. In some cases, the 
results from the information management maturity assessment from sub-stage 2.3 are providing some 
context for the IQ problem. To understand the IQ problems from the perspective of information 
custodians, they can be asked directly to examine the problems. Only, when the IQ problem is thoroughly 
understood, it is possible to determine its consequences accurately. Thus, in step 3.1.5, for each IQ 
problem, the direct and intermediate consequences are identified (note that not every IQ problem needs to 
have a direct and/or intermediate consequence, in fact, some IQ problems have no consequence at all). A 
representative of a process or task area does not always have the full knowledge to determine the 
intermediate consequences of an IQ problem. Sometimes it is, therefore, useful to interview 
representatives from other processes or task areas that might be affected intermediately by the problem. 
The output of this sub-stage is a set of IQ problems for each process or activity and identified direct and 
intermediate consequences, which is further used for information risk analysis. To give an example, an IQ 
problems that we encountered in one of our cases in a manufacturing company has been that information 
about materials used for production were incomplete, which made it difficult to find out the details about 
the materials and to understand which materials are actually the same. The reasons for this were (a) the 
lack of a unified terminology for materials in the company, which made it hard to find out which material 
is actually used, and (b) that their ERP system did not allow the entry of sufficient details about materials. 
This IQ problem happened quite frequently and had the direct consequence that it became very difficult 
and time consuming to find a cheaper supplier for a material. The intermediate consequence has been that 
the organization used the old supplier for a material, although there were cheaper suppliers available.  
 
Sub-Stage 3.2: Information Risk Analysis 
Information risk analysis follows a four step process shown in Figure 6. Steps 3.2.1 and 3.2.2 analyze the 
direct and the intermediate consequences of the identified IQ problems in sub-stage 3.1. Risk analysis 
examines “the causes and sources of risk, their positive and negative consequences, and the likelihood 
that those consequences can occur” [18]. Note that the causes and sources of risk have been already 
identified in sub-stage 3.1 of the TIRM process by determining and examining the found IQ problem.  

 
Figure 6. Information Risk Analysis Steps 



 
The likelihood and the consequences of an information risk can be measured quantitatively by taking 
estimates using a triangular distribution, which requires estimating the lower and upper boundary and the 
average and, thus, makes it easier for the process or task area representative to make an quantitative 
estimation of likelihood and consequences. It has been shown that using ranges for subjective 
measurements can provide relatively solid measurements also for intangible assets like information [17]. 
In some cases, when quantification is not possible or does not make sense, qualitative descriptions or 
scales can be used. A typical example would be when the potential consequence is human causality, 
which can not be easily put into numbers nor might not be ethically appropriate. In case study C, plans of 
the existing electricity network were in 10-30 percent (15 percent in average) of the cases inaccurate or 
incomplete, as they are based on historical background plans, which is historical data up to 100 years old. 
Incorrect and/or incomplete plans of the existing network can lead to safety issues as engineers might 
work on high voltage cables without knowing it. This could lead 1 to 10 times a year (5 times average) to 
serious injuries or even death. However, existing controls are in place in form of working procedures, in 
particular, safety rules that engineers comply to, which reduces the impact to minor injuries in the normal 
case and serious injuries in the worst case (while the likelihood stays the same). Another consequence is 
that the job is calculated using wrong cost estimates due to wrong assumptions following from the 
network plans. This has a high impact on customer satisfaction, as three times a month customers are 
requested to pay up to 5000 pounds more than planned (500 pounds in average). Moreover, this creates, 
on average 3 times a year, additional costs of up to 10000 pounds (2000 pounds in average) for the 
company.  Plus, due to inadequate planning, between 1 and 5 times a month (average 3 times), 
construction work is delayed by 5 days in average (between 0 and 14).  
Then, in step 3.2.3, we investigate which risk controls are already in place and what the likelihood and 
consequence of the risk would be without the controls. Risk controls reduce the likelihood or the 
consequence of the risk and not knowing them could result in a wrong risk analysis and evaluation. 
Moreover, the value of the risk control becomes more transparent and it can be decided if it is worth 
keeping the risk control in place. In the example above, risk controls are, for instance, safety procedures 
that are in place that reduce the likelihood of injuries and deaths.  
As risk is the effect of uncertainty on objectives, it is key to look at how the analyzed consequences 
impact the business objectives. Step 3.2.4, therefore, studies the overall impact of each information risk 
on the business objectives in the organization and evaluates them using qualitative scales (very low to 
very high). For instance, fatal injuries of engineering staff due to incomplete and inaccurate plans clearly 
has a very high impact on the organization’s objective “our commitment to our staff is to provide them 
with safe working conditions”. On the other hand, charging customers too much due to an incorrect bill of 
material has a medium impact on the objective “to exceed our customers’ expectations”. This, then, leads 
to the evaluation of the information risks. 
 
Sub-Stage 3.3: Information Risk Evaluation  
Third, a thorough risk evaluation is required, taking the wider context of information risk management 
into account, e.g. the level of other information risks and their inter-relationships. In particular, it needs to 
be decided if an information risk is tolerable and if it should be treated, by comparing the level of risk 
with risk criteria from sub-stage 2.4, and the priorities of different treatments implementations have to be 
determined [18], which are used in the information risk treatment stage. To illustrate it with an example, 
the risk of serious injuries due to poor IQ in the organization that we examined has been evaluated as not 
tolerable and, thus, has required information risk treatment, whereas wrong customer billing is an 
information risk that has been evaluated as tolerable. 

Stage 4: Information Risk Treatment 
ISO 31000 describes risk treatment as “selecting one or more options for modifying risks, and 
implementing those options” [18], as illustrated in Figure 8. Furthermore, information risk treatment is a 



cycle that only ends when an information risk becomes tolerable or reaches a level that is satisfying. 
 
 
 

 
Figure 7. TIRM Spreadsheet Tool – Information Risk Analysis 
 



 
Figure 8. Information Risk Treatment Sub-Stages 
 
In our case studies, we have so far only applied sub-stage 4.1 actively due to constraints regarding time 
and access. In sub-stage 4.2, we acted where possible as non-participating observers (and not as action 
researchers anymore). However, the steps in sub-stages 4.1 and 4.2 are based on a rigorous review of the 
IQ improvement literature, which has been presented in [6] with some minor modifications. Note that not 
all information risk treatment options require an IQ improvement. For instance, avoiding a risk by not 
starting the activity that creates the risk can mean in practice that a task, for which out-of-date information 
is used, is stopped being executed so that the faulty information is not needed anymore. 
 
Sub-Stage 4.1: Select Information Risk Treatment Options 
 

 
Figure 9. Select Information Risk Treatment Options Steps 
 
In order to find and select appropriate information risk treatment options, a five step process is used, as 
shown in Figure 9. Often several information risks are based on the same IQ problem. Step 4.1.1, 
therefore, selects the key IQ problems based on the assessed information risks of stage 3, which either 
have been marked as not tolerable or where it seems most beneficial for the company to make an 
information risk treatment. In step 4.1.2, the root causes of the IQ problems are identified, which is 
needed to be able to treat the source of the information risks. To identify root causes, we categorize each 
IQ problem in a table according to the position of the root cause of the IQ problem in the information 
lifecycle and regarding whether the IQ problem is caused by technology, organization or people factors 
[24], as shown in the example in Table 1. Additionally, we examine if the root causes of the IQ problem 
lie within the organization (internal) or outside the organization (external) 
 
Information 
Lifecycle 

Create Process Access Use Dispose 

Technology ERP system does not sufficiently support 
the data collection process  - - - - 

Organization Data collection is not communicated as a 
top priority by management - - - - 

People Insufficient knowledge of sales staff about 
which and how data should be entered - - - - 

Internal or 
External 

Internal creation  
by sales staff - - - - 

Table 1. Example - Root Cause Analysis of IQ Problems (in Step 4.1.2) 
 
The example shown in Table 1 is taken from case study B with a steel manufacturing company. 
Information about the technical product requirements from the customers, which are entered into the ERP 
system by the sales staff, are often incorrect and/or incomplete. This leads between 0 and 5 times a year to 
a wrong product design, which costs substantial money and makes also the customers unhappy. The IQ 
problem has its origins during the creation of the information by the sales staff due to three factors: the 



sales staff has insufficient knowledge about which and how information should be collected (which is a 
people issue), the collection of this data is not prioritized high enough by the senior management (which 
is an organizational issue), and the enterprise resource planning system does not support sufficiently the 
data collection process (which is a technology issue). The rest of the table is empty as there are no root 
causes in other parts of the information lifecycle regarding this IQ problem.  
 
Information 
Lifecycle 

Create Process Access Use Dispose 

Potential 
Technology 
Treatment 

Modify ERP system so that data 
users can give feedback if 
collected information is sufficient 
and check the correctness already 
during the data collection stage. 

- - - - 

Potential 
Organization 
Treatment 

Head of production and head of 
sales have to make it a requirement 
for sales staff to fill out the 
complete checklist with 
information that is as accurate as 
possible. 

- - 

When information is 
used, the sales 
department should be 
called to obtain 
additional clarifying 
information. 

- 

Potential 
People 
Treatment 

Special training for sales staff that 
shows how they can interpret the 
customer requirements and capture 
the data better. 

- - - - 

Internal or 
External 

Internal creation  
by sales staff - - Internal usage by 

technical staff - 

Table 2. Example - Identification of Potential Information Risk Treatment Options (in Step 4.1.3) 
 
 
 
Information Risk 
Treatment  

Treatment Option No. 1: Additional Training for Sales Staff  

Treated Information 
Risk 

Information Risk 1: Information about the technical product requirements 

Description Additional training for sales personnel regarding technical aspects of the product, 
which should take place once a year. Current training is mostly focusing on business 
aspects. In particular, it has to be shown in the training how checklists in the ERP 
system should be filled out and how customer requirements are interpreted correctly. 

Benefits It is expected that the additional training leads to a 25-35% reduction of the frequency 
of the occurrence of incorrect and/or incomplete information about product 
requirements (ca. 50% of the problems arise because customers do not want to share 
the information and it is assumed based on previous experience that not all problems 
are resolved by the training). This can bring estimated savings of 15000 to 25000 USD 
yearly and can avoid customer dissatisfaction. Additional benefits are that the 
qualification of the sales staff is improved substantially over time, which can lead to 
more sales in the long term. 

Costs The additional training of the sales staff would generate costs between 4000 and 7000 
USD yearly. The costs result from designing and executing the training once a year. 

Risks There is a risk that the training measures are not as effective as estimated and that, 
therefore, the information risk is not mitigated properly. 

Responsible Managers Head of Sales and Executive Management 
Benefit/Cost Evaluation High 
Recommendation Implement information risk treatment option with High Priority 
Table 3. Example – An Evaluated Risk Treatment Option (in Steps 4.1.4 and 4.1.5) 



In step 4.1.3, alternative information risk treatment options are developed by populating the table created 
in step 4.1.2 with potential risk treatment options, as illustrated in Table 2. This is a brainstorming activity 
that can be inspired by previous solutions and experiences but also by successful examples in the 
literature. The table helps by giving structure to the thoughts in the brainstorming process and also by 
pointing to the right direction. For instance, as the example used in the table is a data collection problem, 
it makes it clear that potential solutions have to address this stage of the information life cycle. Only, 
when solutions are not found in a particular stage, other stages are considered for solutions that are “out 
of the box”. For instance, in Table 2, the organizational treatment during the information usage stage 
could be that the technical staff calls the sales department to get additional clarifying information about 
technical product requirements. However, this solution does not address the root of the IQ problem. 
In step 4.1.4, each potential information risk treatment option found in step 4.1.3 has to be assessed and 
evaluated regarding the costs, risks and benefits of the option. This is then used in step 4.1.5, to decide, 
which information risk treatment options should be executed and in which priority it should be 
implemented. It needs also to be determined which managers are held responsible for the implementation. 
An example of such an evaluation resulting from steps 4.1.4 and 4.1.5 is shown in Table 3.  
 
Sub-Stage 4.2: Implement Information Risk Treatment Options  
The output of sub-stage 4.1 is a list of selected information risk treatment options, which have now to be 
implemented in sub-stage 4.2. The implementation can differ a lot between various risk treatments. For 
risk treatment that involve IQ improvement, a six step process can be followed, which is presented in 
Figure 10. Step 4.2.1 is to build a team that should be responsible with the implementation of the risk 
treatment. The team should contain members from different functions including IT and operational 
management. In step 4.2.2, when necessary, appropriate software tools are selected that support the 
implementation of the risk treatment, e.g. data deduplication software or business process modelling 
software. In step 4.2.3, the project team has to analyse the different ways selected information risk 
treatment options can be implemented and then choose the one that is considered to be the most effective. 
 

 
Figure 10. Implement Information Risk Treatment Options Steps 
 
For instance, it is possible to enrich existing data with new data from external providers. It has to be 
decided which provider should be selected and how the old data should be merged with the new data. In 
step 4.2.4, the risk treatment is implemented, whenever possible, on a small scale to test its effectiveness 
and, when necessary, to modify the risk treatment to increase its effectiveness afterwards. Eventually, 
step 4.2.5 is the actual implementation of the information risk treatment and its effectivness is verified, 
which leads to stage 5, the monitoring and review of the TIRM process. 

Stage 5: Monitoring and Review 
The TIRM process has to be monitored and reviewed, either ad-hoc or periodically, to assure that controls 
are effectively working. Monitoring and review can be also very useful to collect additional information 
for improving risk assessment, analyze experiences made and to identify changes in the internal and 
external context [18]. The results from the monitoring and review stage should be recorded and reported. 
Furthermore, they provide an input for the review of the risk management framework. 
 
 



CONCLUSION 
This paper presents a process for Total Information Risk Management that enables the systematic 
organizational-wide identification, measurement, analysis and mitigation of information risks. It is build 
based on the concepts from risk management and the IQ discipline and unites the best practices of both 
disciplines in a novel approach to manage IQ-related information risks. From a research perspective, there 
are three major contributions in this paper. First, we have demonstrated that such an information risk 
management process can be useful, feasible and usable in practice in general by collecting feedback on 
the final reports that resulted from the TIRM process and by observing that recommendations for 
information risk treatment options have in some cases already been successfully implemented. Second, 
we have shown a potential specific way to manage information risks that can be readily applied in the 
industry by presenting the TIRM process in full detail in this paper. Third, the TIRM process has strong 
theoretical implications as it shows a clear interface between risk management and the IQ discipline. 
From a practitioners perspective, our contributions have implications for most of today’s organizations, in 
which it is imperative to understand the business value of IQ and to justify any larger IQ investment from 
a cost benefit view point. The TIRM process could be a valuable tool for identifying the IQ “pain points” 
and setting the IQ priorities in an organization, a prerequisite for successful information risk treatment.  
A limitation of this research so far is that we could not fully test stage 5 (Monitoring and Review) and 
sub-stage 4.2, i.e. implement information risk treatment options, due to company access and time 
restrictions in our case studies. However, as some of the case studies went for more than a year from 
beginning to end, we could observe that a substantial number of the recommended information risk 
treatment options have resulted in new projects and a few of them have been already implemented during 
this time period and have often proven to be very effective. Furthermore, our current software tool that 
supports the TIRM process is spreadsheet based, which enabled us to rapidly develop and modify it. 
Spreadsheet-based tools have yet weaknesses regarding usability and the automation of data analysis and 
integration in comparison, for example, to a more sophisticated Java-based software tool. This had some 
impact on the usability and feasibility of the TIRM process. We plan to implement a software tool as part 
of this project in the near future. The TIRM process has been applied in the context of production and 
utility organizations. It needs to be further tested in more industries and other contexts in future studies. 
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